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ABSTRACT

started in 1981 to find better ways of programming Telecom applica-

tions. These applications are large programs which despite careful
testing will probably contain many errors when the program is put into
service. We assume that such programs do contain errors, and investigate
methods for building reliable systems despite such errors.

@he work described in this thesis is the result of a research program

The research has resulted in the development of a new programming
language (called Erlang), together with a design methodology, and set of
libraries for building robust systems (called OTP). At the time of writing
the technology described here is used in a number of major Ericsson, and
Nortel products. A number of small companies have also been formed
which exploit the technology.

The central problem addressed by this thesis is the problem of con-
structing reliable systems from programs which may themselves contain
errors. Constructing such systems imposes a number of requirements on
any programming language that is to be used for the construction. I discuss
these language requirements, and show how they are satisfied by Erlang.

Problems can be solved in a programming language, or in the stan-
dard libraries which accompany the language. I argue how certain of the
requirements necessary to build a faulttolerant system are solved in the
language, and others are solved in the standard libraries. Together these
form a basis for building faulttolerant software systems.

No theory is complete without proof that the ideas work in practice. To
demonstrate that these ideas work in practice I present a number of case
studies of large commercially successful products which use this technol-
ogy. At the time of writing the largest of these projects is a major Ericsson

\'%



vi ABSTRACT

product, having over a million lines of Erlang code. This product (the
AXD301) is thought to be one of the most reliable products ever made by
Ericsson.

Finally, I ask if the goal of finding better ways to program Telecom
applications was fulfilled—I also point to areas where I think the system
could be improved.
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INTRODUCTION

ow can we program systems which behave in a reasonable manner
in the presence of software errors? This is the central question
that I hope to answer in this thesis. Large systems will probably
always be delivered containing a number of errors in the software,
nevertheless such systems are expected to behave in a reasonable manner.

To make a reliable system from faulty components places certain re-
quirements on the system. The requirements can be satisfied, either in
the programming language which is used to solve the problem, or in the
standard libraries which are called by the application programs to solve
the problem.

In this thesis I identify the essential characteristics which I believe are
necessary to build faulttolerant software systems. I also show how these
characteristics are satisfied in our system.

Some of the essential characteristics are satisfied in our programming
language (Erlang), others are satisfied in library modules written in Erlang.
Together the language and libraries form a basis for building reliable soft-
ware systems which function in an adequate manner even in the presence
of programming errors.

Having said what my thesis is about, I should also say what it is not
about. The thesis does not cover in detail many of the algorithms used
as building blocks for construction fault-tolerant systems—it is not the al-
gorithms themselves which are the concern of this thesis, but rather the
programming language in which such algorithms are expressed. I am also

1



2 CHAPTER 1. INTRODUCTION

not concerned with hardware aspects of building fault-tolerant systems, nor
with the software engineering aspects of fault-tolerance.

The concern is with the language, libraries and operating system re-
quirements for software fault-tolerance. Erlang belongs to the family of
pure message passing languages—it is a concurrent process-based language
having strong isolation between concurrent processes. Our programming
model makes extensive use of fail-fast processes. Such techniques are com-
mon in hardware platforms for building fault-tolerant systems but are not
commonly used in software solutions. This is mainly because conven-
tional languages do not permit different software modules to co-exist in
such a way that there is no interference between modules. The commonly
used threads model of programming, where resources are shared, makes
it extremely difficult to isolate components from each other—errors in one
component can propagate to another component and damage the internal
consistency of the system.

1.1 Background

The work reported in this thesis started at the Ericsson Computer Science
Laborator (CSLab) in 1981. My personal involvement started in 1985 when
I joined the CSLab. The work reported here was performed in the period
1981-2003. During this time the Erlang programming language and OTP
was developed by the author and his colleagues and a number of large
applications were written in Erlang.

The system as we know it today is the result of the collective effort of
a large number of people. Without their talents and the feedback from
our users Erlang would not be what it is today. For many parts of the
system it is difficult to say with precision exactly who did what and when,
and exactly who had the original ideas for a particular innovation. In
the acknowledgements I have tried to credit everybody as accurately as
possible.

The chronology of this work is as follows:

e 1981 — The Ericsson CSLab was formed. One goal of this labora-
tory was “to suggest new architectures, concepts and structures for future



1.1. BACKGROUND 3

processing systems developments” [29].

e 1986 — I start work on the language that was to become Erlang,
though at the time the language had no name. The language started
as an experiment to add concurrent processes to Prolog—this work
is described in [10]. At this stage I did not intend to design a new
programming language, I was interested in how to program POTS
(Plain Old Telephony Service)—at the time the best method for pro-
gramming POTS appeared to be a variant of Prolog augmented with
parallel processes.

e 1987 — First mention of Erlang. By 1987 the term Erlang had been
coined (probably by the head of the CSLab Bjarne Dicker). By the
end of the year a Prolog implementation of Erlang was available.
This version of Erlang was embedded in Prolog using Prolog infix
operators and did not yet have its own syntax.

Towards the end of 1987 the first major experiment with Erlang
started—a group of Ericsson engineers at Bollmora, led by Kerstin
Odling, started work on a prototyping project. They chose Erlang to
prototype something called “ACS/Dunder.” ACS was an architecture
which was designed for implementing the Ericsson MD110 private
automatic branch exchange (PABX).

The project was to implement a number of typical PABX features in
Erlang using the ACS architecture and compare the programming
effort with the time it was estimated that the same job would have

taken in PLEX.!

Many of the ideas found in the current Erlang/OTP system can be
traced back to this project.

e 1988 — Some time during 1988 it became clear that Erlang was
suitable for programming Telecoms systems—so while the Bollmora
group wrote applications in Erlang the CSLab group now augmented

I'PLEX was the programming language used to program the MD110.
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by Robert Virding and Mike Williams worked on improving the Er-
lang system.

An attempt was made to improve the efficiency of Erlang by cross
compilation to the parallel logic programming language Strand. The
compilation of Erlang to Strand is described in chapter 13 of [37].
Cross compilation to Strand improved the performance of Erlang by
a factor of six and the project was viewed as a dismal failure.?

e 1989 — The ACS/Dunder project began to produce results. The
Bollmora group showed that using ACS/Dunder with Erlang lead
to an improvement in design efficiency of a factor of somewhere
between 9 and 22 times less than the corresponding effort in PLEX.
This was result was based on the experience of prototyping some
10% of the functionality of the Ericsson MD 110—these figures were
hotly debated (depending on whether you believed in Erlang or not).

The Bollmora group estimated that they would need a factor seventy
in performance improvement (which we had rashly promised) in
order to turn the ACS/Dunder prototype into a commercial product.

To improve the performance of Erlang I designed the JAM machine
(Joe’s abstract machine). The design of the JAM machine was loosely
based on the Warren abstract machine [68]. Since Erlang started as
an extension to Prolog it seemed reasonable that the techniques used
to efficiently implement Prolog could also be applicable to Erlang.
This intuition proved correct. The JAM machine was similar to the
WAM with the addition of parallel processes, message passing and
failure detection and with the omission of backtracking. Compilation
of pattern matching was essentially the same as in the WAM. The
original JAM instruction set and details of the compilation process

were published in [9].
The design of the JAM was completed in 1989. The first imple-

mentation was an instruction set emulator written in Prolog which
emulated the JAM machine. This was very inefficient and could

2A fact not recorded in the Strand book!.
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evaluate approximately 4 reductions per second, but it was sufficient
to evaluate and test the virtual machine and to allow the Erlang
compiler to be written in Erlang itself.

Once the design of the JAM was complete I started a C implemen-
tation of the virtual machine—which was soon abandoned after Mike
Williams read some of my C code—after which I worked on the com-
piler. Mike Williams wrote the virtual machine emulator and Robert
Virding worked on the Erlang libraries.

e 1990 — By 1990 the JAM machine was working well and had sur-
passed the original goal of being seventy times faster than the origi-
nal Prolog interpreter. Erlang now had its own syntax (up to now it
could be regarded as a dialect of Prolog) and could be regarded as
a language in its own right, rather than as a dialect of Prolog.

e 1991 — Claes Wikstrom added distribution to Erlang. The JAM ma-
chine was now stable and had replaced the Prolog implementation
of Erlang.

e 1992 — A decision was made at Ericsson Business Systems (EBC)
to develop a product based on ACS/Dunder. This product was
called the Mobility Server—Ericsson presented Erlang developments
[1, 33], at The XIV International Switching Symposium in Yoko-
hama, Japan.

e 1993 — Ericsson starts a wholly owned subsidiary company called
Erlang Systems AB. The purpose of this company was to market
and sell Erlang to external customers and to provide training and
consulting services to both internal and external customers. Support
for Erlang itself was performed by the Ericsson Computer Science
Laboratory. The first commercial version of Erlang was released.

e 1995 — The Ericsson AXE-N project collapsed [65]. The AXEN

project was a project to build a “next generation switch” to replace
the Ericsson AXE-10. This extremely large project ran from 1987-95.
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After the AXE-N project collapsed a decision was made to “restart”
the project using Erlang. This project eventually resulted in the
development of the AXD301 switch.

This project was on a much larger scale than any previous Erlang
project. For this reason a new group was started to provide support
to the AXD project. The Erlang libraries were renamed OTP (The
Open Telecom Platform) and a new group was created.

1996 — In order to provide Erlang users with a stable software base
a project called OTP (The Open Telecom Platform) was started.
OTP was to be used primarily in the newly started AXD project; all
existing projects were to migrate to OTP. The OTP project consol-
idated a number of ideas derived from experience with Erlang and
in particular from a earlier set of libraries developed for use in the

Mobility Server.

1997 — The OTP project turned into the OTP product unit which
was started in order to take over formal responsibility for Erlang.
Prior to that, the CSLab had formally been responsible for Erlang.
I moved from the CSLab to the OTP group where I worked as
the chief technical co-ordinator. During the period 1996-1997 a
three-person group (myself, Magnus Froberg and Martin Bjérklund)
redesigned and implemented the OTP core libraries.

1998 — Ericsson delivered the first AXD301. The AXD301 is the
subject of one of our case studies in Chapter 8. At the time of
writing (2003) the AXD301 has over 1.7 million lines of Erlang code
which probably makes it the largest system ever to be written in a
functional style of programming.

In February 1998 Erlang was banned for new product develop-
ment within Ericsson—the main reason for the ban was that Erics-
son wanted to be a consumer of software technologies rather than a
producer.

In December 1998 Erlang and the OTP libraries were released sub-
ject to an Open Source License. Since that date it has been freely
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available for download from http://www.erlang.org/

In 1998 I left Ericsson together with a number of the original Erlang
group to found a new company Bluetail AB—in all 15 people left
Ericsson. The idea behind Bluetail was to use the Erlang technology
to program products which make Internet services more reliable.

e 1999 — Bluetail produced two products written in Erlang. The Mail
Robustifier [11] and the Web Prioritizer. Ericsson produced a number
of Erlang products (including the AXD301 and GPRS system:s).

e 2000 — Bluetail is acquired by Alteon Web Systems [3] and subse-
quently Alteon is acquired by Nortel Networks.

e > 2001 — The Erlang/OTP technology is well established. By now
there are so many projects that nobody knows the exact number.
Erlang products developed by Nortel are selling for “Hundreds of
millions of kronor per year” [51]—The Ericsson AXD301 is one of
Ericsson’s most successful new products and there are a dozen or so
small companies using Erlang for product development.

1.2 Thesis outline

This thesis is organized into the following chapters:

e Chapter 1 introduces the main problem area that the thesis ad-
dresses, gives a background to the work in the thesis and a chronol-
ogy of the work performed in the thesis together with a detailed
chapter plan.

e Chapter 2 introduces an architectural model that is the basis for the
later chapters in the thesis. I define what is meant by an architecture,
and specify which components must be present in an architecture.
I talk about the problem domain that my architecture is designed
for. I talk about the underlying philosophy behind the architecture
and I introduce the idea of “Concurrency Oriented Programming”

(COP).
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I develop the idea of COP and state the desirable properties that a
programming language and system must have in order to support a
concurrency oriented style of programming.

I review some previous related work, showing the similarities and
differences between this prior work and the material presented in
this thesis.

Chapter 3 describes the programming language Erlang. I describe
a reasonably large sub-set of the Erlang programming language, and
motivate some of the design decisions made in Erlang.

Chapter 4 gives some examples of Erlang programming techniques.

I show how to “factor” a design into its functional and non-functional
components. I show how to factor out notions of concurrency and
fault-tolerance, and how to program a generic client-server model.

I describe a technique for maintaining the illusion that “everything
is an Erlang process,” and give examples of how to write code which
handles errors.

Chapter 5 gets to the central question of the thesis. It is concerned
with how to program systems which behave in a reasonable manner
even in the presence of errors. Central to the idea of fault tolerance
is the notion of an error—I describe what is meant by an error and
what I mean when I talk about a “fault-tolerant” system. I describe a
strategy based on the idea of “Supervision trees” which can be used
for writing fault-tolerant software.

Chapter 6 links the general principles of programming a fault-tolerant
system, developed in the previous chapter, to a number of specific
programming patterns developed for programming fault-tolerant sys-
tems. These programming patterns are central to the understanding
of the OTP system, and of how to build faulttolerant software in
Erlang.

I give a complete example, involving the use of a client-server
model, an eventhandler and a finite-state machine. These three
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components are added to a supervision tree, which will monitor
their progress and restart them in the event of an error.

The entire program, is packaged into a single OTP “application.”

e Chapter 7 describes the OTP system. OTP stands for “Open Tele-
coms Platform” and is an application operating system (AOS) for
programming faulttolerant applications together with the delivery
platform for the Erlang programming language. It includes a large
set of libraries for implementing faulttolerant systems, together with
documentation and guides etc for understanding the system.

In this chapter I briefly describe the OTP architecture and give
details of the main components in the system.

e Chapter 8 is the acid-test of our technology. Did the ideas work in
practice? In this chapter I analyse a number of large commercially
successful products that make use of OTP. The intention of this
chapter is to see if we have achieved our goals of programming a
system which functions reliably in the presence of software errors.

One of the projects studied in this chapter is the Ericsson AXD301,
a high-performance highly-reliable ATM switch. This project is in-
teresting in its own right, since it is one of the largest programs ever
written in a functional style.

e Chapter 9 is concerned with APIs and protocols. I ask how we can
specify the interfaces to modules or the interfaces between commu-
nicating components.

e In Chapter 10 I ask broader questions. Did the ideas work? Did
they work well or badly? Where can things be improved? What can
we look for in the future and how are we going to get there?
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THE ARCHITECTURAL
MODEL

There is no standard, universally-accepted definition of the term, for software
architecture is a field in its infancy, ... While there is no standard definition,
there is also no shortage of them ...

The Carnegie Mellon Institute of Software Engineers

his chapter presents an architecture for building fault-tolerant sys-
@tems. While everybody has a vague idea of what the word architec-

ture means, there are few widely accepted definitions, which leads
to many misunderstandings. The following definition captures the general
idea of what is meant by a software architecture:

An architecture is the set of significant decisions about the organi-
zation of a software system, the selection of the structural elements
and their interfaces by which the system is composed, together with
their behaviour as specified in the collaborations among those ele-
ments, the composition of these structural and behavioural elements
into progressively larger subsystems, and the architectural style that
guides this organization—these elements and their interfaces, their
collaborations, and their composition.

Booch, Rumbaugh, and Jacobson [19]

11



12 CHAPTER 2. THE ARCHITECTURAL MODEL

2.1 Definition of an architecture

At the highest level of abstraction an architecture is “a way of thinking
about the world.” To be useful, however, we have to turn our way of
thinking about the world into a practical rulebook, and a set of procedures,
that tells us how to construct a particular system using our particular way
of looking at the world.

Our software architecture is characterised by descriptions of the follow-

ing things:

1. A problem domain — What type of problem is the architecture de-
signed to solve? Software architectures are not general purpose but
are designed for solving specific problems. No description of an ar-
chitecture is complete without describing the type of problem that is
supposed to be solved using the architecture.

2. A philosophy — What is the reasoning behind the method of software

construction? What are the central ideas in the architecture?

3. A set of construction guidelines — How do we program a system?
We need an explicit set of construction guidelines. Our systems
will be written and maintained by teams of programmers—it is im-
portant that all the programmers, and system designers, understand
the system architecture, and its underlying philosophy. For practical
reasons this knowledge is conveniently maintained in the form of
construction guidelines. The full set of guidelines, includes sets of
programming rules, and examples, course material etc.

4. A set of pre-defined components — Design by “choosing from a set
of pre-defined components” is far easier than “design from scratch.”
The Erlang OTP libraries contain a complete set of pre-defined com-
ponents (called behaviours) with which commonly used system com-
ponents can be built. Some examples of these are the gen_server
behaviour which can be used to build clientserver systems, or the
gen_event behaviour which can be used to build event-based pro-
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grams. The pre-defined components will be discussed more fully in
section ©0.1.

Section 6.2.2 gives a simple example of how to program a server
using the gen_sever behaviour.

5. A way of describing things — How can we describe the interfaces
to a component? How can we describe a communication protocol
between two components in our system? How can we describe
the static and dynamic structure of our system? To answer these
questions we will introduce a number of different, and specialised
notations. Some for describing program APIs, and other notations
for describing protocols, and system structure.

6. A way of configuring things — How can we start, stop, and config-
ure, the system. How can we re-configure the system while it is in
operation?

2.2 Problem domain

Our system was originally designed for building telecoms switching sys-
tems. Telecoms switching systems have demanding requirements in terms
of reliability, fault-tolerance etc. Telecoms systems are expected to operate
“forever,” they should exhibit soft real-time behaviour, and they should be-
have reasonably in the presence of software and hardware errors. Déacker
[30], gave ten requirements for the properties of a telecoms system:

1. The system must be able to handle very large numbers of concurrent
activities.

2. Actions must be performed at a certain point in time or within a
certain time.

3. Systems may be distributed over several computers.

4. The system is used to control hardware.
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The software systems are very large.

The system exhibits complex functionality such as, feature interac-
tion.

The systems should be in continuous operation for many years.

Software maintenance (reconfiguration, etc) should be performed
without stopping the system.

There are stringent quality, and reliability requirements.

Fault tolerance both to hardware failures, and software errors, must

be provided.

We can motivate these requirements as follows:

e Concurrency — switching systems are inherently concurrent since in

a typical switch many tens of thousands of people may simultane-
ously interact with the switch. This implies that the system should
be able to efficiently handle many tens of thousands of concurrent
activities.

Soft real-time — in a telecommunications system many operations
have to be performed within a specific time. Some of these timed
operations are strictly enforced, in the sense that if a given operation
does not succeed within a given time interval then the entire oper-
ation will be aborted. Other operations are merely monitored with
some form of timer, the operation being repeated if the timer event
triggers before the operation has completed.

Programming such systems requires manipulating many tens of thou-
sands of timers in an efficient manner.

Distributed — switching systems are inherently distributed, so our
system should structured in such a way that it is easy to go from a
single-node system to a multinode distributed system.
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e Hardware interaction — Switching systems have large amounts of
peripheral hardware which must be controlled and monitored. This
implies that it should be possible to write efficient device drivers,
and that context switching between different device drivers should
be efficient.

° Large software systems — switching systems are large, for example,
the Ericsson AXE10, and the AT&T 5ESS switch, have several mil-
lion lines of program code [71]. This means that our software systems
must work with millions of lines of source code.

e Complex functionality — switching systems have complex functional-
ity. Market pressure encourages the development, and deployment
of systems with large numbers of complex features. Often systems
are deployed before the interaction between such features is well
understood. During the lifetime of a system the feature set will prob-
ably be changed and extended in many ways. Feature, and software
upgrade must be performed “in place,” that is, without stopping the
system.

e Continuous operation — telecommunications systems are designed
for many years of continuous operation. This implies that opera-
tions like software, and hardware maintenance, must be performed
without stopping the system.

e Quality requirements — switching systems should run with an ac-
ceptable level of service even in the presence of errors. Telephone
exchanges are expected to be extremely reliable.!

e Fault tolerance — switching systems should be “fault tolerant.” This
means that from the outset we know that faults will occur, and that
we must design a software and hardware infrastructure that can deal
with these faults, and provide an acceptable level of service even in
the presence of faults.

1Typically having less than two hours of down-time in 40 years [48].
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While these requirements came originally from the telecoms world they
are by no means exclusive to that particular problem domain. Many mod-
ern Internet services (for example, web servers) would have a strikingly
similar list of requirements.

2.3 Philosophy

How can we make a faulttolerant software system which behaves in a
reasonable manner in the presence of software errors? Answering this will
take the rest of this thesis. I will start by giving a short answer which will
be refined in the remainder of the thesis.

To make a fault-tolerant software system which behaves reasonably in
the presence of software errors we proceed as follows:

1. We organise the software into a hierarchy of tasks that the system has
to perform. Each task corresponds to the achievement of a number
of goals. The software for a given task has to try and achieve the
goals associated with the task.

Tasks are ordered by complexity. The top level task is the most
complex, when all the goals in the top level task can be achieved
then the system should function perfectly. Lower level tasks should
still allow the system to function in an acceptable manner, though it
may offer a reduced level of service.

The goals of a lower level task should be easier to achieve than the
goals of a higher level task in the system.
2. We try to perform the top level task.

3. If an error is detected when trying to achieve a goal, we make an
attempt to correct the error. If we cannot correct the error we imme-
diately abort the current task and start performing a simpler task.

Programming a hierarchy of tasks needs a strong encapsulation method.
We need strong encapsulation for error isolation. We want to stop pro-
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gramming errors in one part of the system adversely affecting software in
other parts of the system.

We need to isolate all the code that runs in order to achieve a goal in
such a way that we can detect if any errors occurred when trying to achieve
a goal. Also, when we are trying to simultaneously achieve multiple goals
we do not want a software error occurring in one part of the system to
propagate to another part of the system.

The essential problem that must be solved in making a fault-tolerant
software system is therefore that of faultisolation. Different programmers
will write different modules, some modules will be correct, others will have
errors. We do not want the errors in one module to adversely affect the
behaviour of a module which does not have any errors.

To provide faultisolation we use the traditional operating system no-
tion of a process. Processes provide protection domains, so that an error in
one process cannot affect the operation of other processes. Different pro-
grammers write different applications which are run in different processes;
errors in one application should not have a negative influence on the other
applications running in the system.

This is, of course, only true to a first approximation. Since all processes
use the same CPU, and memory, processes which try to hog the CPU or
which try to use excessive memory can negatively affect other processes in
the system. The extent to which processes can interfere with each other
depends upon the design characteristics of the operating system.

In our system processes, and concurrency, are part of the programming
language and are not provided by the host operating system. This has a
number of advantages over using operating system processes:

e Concurrent programs run identically on different OSs—we are not
limited by how processes are implemented on any particular operat-
ing system. The only observable difference when moving between
OS’s, and processors should be due to different CPU speeds and
memory sizes etc. All issues of synchronization, and inter-process
interaction should be the same irrespective of the properties of the
host operating system.
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e Our language based processes are much lighter-weight than conven-
tional OS processes. Creating a new process in our language is a
highly efficient operation, some orders of magnitude faster than pro-
cess creation in most operating systems|[12, 14|, and orders of mag-
nitude faster than thread creation in most programming languages.

e Our system has very little need of an operating system. We make
use of very few operating system services, thus it is relatively easy
to port our system to specialised environments such as embedded
systems.

Our applications are structured using large numbers of communicating
parallel processes. We take this approach because:

1. It provides an architectural infrastructure — we can organize our Sys-
tem as a set of communicating processes. By enumerating all the
processes in our system, and defining the message passing channels
between the processes we can conveniently partition the system into
a number of well-defined sub-components which can be indepen-
dently implemented, and tested. This is the methodology implied
by the top level of the SDL [45] system design methodology.

2. Potential efficiency — a system which is designed to be implemented
as a number of independent concurrent processes can be imple-
mented on a multi-processor or run on a distributed network of
processors. Note that the efficiency is only potential, and works best
when the application can be partitioned into a number of truly in-
dependent tasks. If there are strong data dependencies between the
tasks this might not always be possible.

3. Fault isolation — concurrent processes with no data sharing provide
a strong measure of fault isolation. A software error in a concurrent
process should not influence processing in the other processes in the
system.
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Of these three uses of concurrency, the first two are non-essential char-
acteristics and can be provided by some kind of in-built scheduler which
provides various forms of pseudo-parallel time sharing between processes.

The third characteristic is essential for programming fault-tolerant sys-
tems. Each independent activity should be performed in a completely
isolated process. Such processes should share no data, and only commu-
nicate by message passing. This is to limit the consequences of a software
error.

As soon as two processes share any common resource, for example,
memory or a pointer to memory, or a mutex etc the possibility exists that
a software error in one of the processes will corrupt the shared resource.
Since eliminating all such software errors for large software systems is an
unsolved problem I think that the only realistic way to build large reliable
systems is by partitioning the system into independent parallel processes,
and by providing mechanisms for monitoring and restarting these pro-
cesses.

2.4 Concurrency oriented programming

In our system concurrency plays a central role, so much so that I have
coined the term Concurrency Oriented Programming to distinguish this style
of programming from other programming styles.”

In Concurrency Oriented Programming the concurrent structure of
the program should follow the concurrent structure of the application. It
is particularly suited to programming applications which model or interact
with the real world.

Concurrency Oriented Programming also provides the two major ad-
vantages commonly associated with object-oriented programming. These
are polymorphism and the use of defined protocols having the same mes-
sage passing interface between instances of different process types.

When we partition a problem into a number of concurrent processes
we can arrange that all the processes respond to the same messages (ie

2Such as Object Oriented programming which models the world in terms of Objects, Functional Pro-
gramming which uses functions, or Logic Programming with uses relations.



20 CHAPTER 2. THE ARCHITECTURAL MODEL

they are polymorphic,) and that they all follow the same message passing
interface.

The word concurrency refers to sets of events which happen simulta-
neously. The real world is concurrent, and consists of a large number
of events many of which happen simultaneously. At an atomic level our
bodies are made up of atoms, and molecules, in simultaneous motion.
At a macroscopic level the universe is populated with galaxies of stars in
simultaneous motion.

When we perform a simple action, like driving a car along a freeway,
we are aware of the fact that there may be several hundreds of cars within
our immediate environment, yet we are able to perform the complex task
of driving a car, and avoiding all these potential hazards without even
thinking about it.

In the real world sequential activities are a rarity. As we walk down the
street we would be very surprised to find only one thing happening, we
expect to encounter many simultaneous events.

If we did not have the ability to analyze and predict the outcome of
many simultaneous events we would live in great danger, and tasks like
driving a car would be impossible. The fact that we can do things which
require processing massive amounts of parallel information suggests that
we are equipped with perceptual mechanisms which allow us to intuitively
understand concurrency without consciously thinking about it.

When it comes to computer programming things suddenly become
inverted. Programming a sequential chain of activities is viewed the norm
, and in some sense is thought of as being easy, whereas programming
collections of concurrent activities is avoided as much as possible, and is
generally perceived as being difficult.

I believe that this is due to the poor support which is provided for con-
currency in virtually all conventional programming languages. The vast
majority of programming languages are essentially sequential; any concur-
rency in the language is provided by the underlying operating system, and
not by the programming language.

In this thesis I present a view of the world where concurrency is pro-
vided by the programming language, and not by the underlying operating

system. Languages which have good support for concurrency I call Concur-



2.4. CONCURRENCY ORIENTED PROGRAMMING 21

rency Oriented Languages, or COPLs for short.

2.4.1 Programming by observing the real world

We often want to write programs that model the world or interact with the
world. Writing such a program in a COPL is easy. Firstly, we perform an
analysis which is a three-step process:

1. We identify all the truly concurrent activities in our real world activ-

ity.
2. We identify all message channels between the concurrent activities.

3. We write down all the messages which can flow on the different
message channels.

Now we write the program. The structure of the program should
exactly follow the structure of the problem. Each real world concurrent
activity should be mapped onto exactly one concurrent process in our
programming language. If there is a 1:1 mapping of the problem onto the
program we say that the program is isomorphic to the problem.

It is extremely important that the mapping is exactly 1:1. The reason
for this is that it minimizes the conceptual gap between the problem and
the solution. If this mapping is not 1:1 the program will quickly degenerate,
and become difficult to understand. This degeneration is often observed
when non-CO languages are used to solve concurrent problems. Often
the only way to get the program to work is to force several independent
activities to be controlled by the same language thread or process. This
leads to a inevitable loss of clarity, and makes the programs subject to
complex and irreproducible interference errors.

In performing our analysis of the problem we must choose an appro-
priate granularity for our model. For example, if we were writing an instant
messaging system, we might choose to use one process per user and not
one process for every atom in the user’s body.



22

CHAPTER 2. THE ARCHITECTURAL MODEL

2.4.2 Characteristics of a COPL

COPLs are characterised by the following six properties:

1.

COPLs must support processes. A process can be thought of as a
self-contained virtual machine.

Several processes operating on the same machine must be strongly
isolated. A fault in one processe should not adversely effect another
process, unless such interaction is explicitly programmed.

Each process must be identified by a unique unforgeable identifier.

We will call this the Pid of the process.

There should be no shared state between processes. Processes inter-
act by sending messages. If you know the Pid of a process then you
can send a message to the process.

Message passing is assumed to be unreliable with no guarantee of

delivery.

It should be possible for one process to detect failure in another
process. We should also know the reason for failure.

Note that COPLs must provide true concurrency, thus objects repre-
sented as processes are truly concurrent, and messages between processes
are true asynchronous messages, unlike the disguised remote procedure
calls found in many object-oriented languages.

Note also that the reason for failure may not always be correct. For
example, in a distributed system, we might receive a message informing
us that a process has died, when in fact a network error has occurred.

2.4.3 Process isolation

The notion of isolation is central to understanding COP, and to the con-
struction of fault-tolerant software. Two processes operating on the same
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machine must be as independent as if they ran on physically separated
machines.

Indeed the ideal architecture to run a CO program on would be a
machine which assigned one new physical processor per software process.
Until this ideal is reached we will have to live with the fact that multiple
processes will run on the same machine. We should still think of them as
if they ran on physically separated machine.

Isolation has several consequences:

1. Processes have “share nothing” semantics. This is obvious since they
are imagined to run on physically separated machines.

2. Message passing is the only way to pass data between processes.
Again since nothing is shared this is the only means possible to
exchange data.

3. Isolation implies that message passing is asynchronous. If process
communication is synchronous then a software error in the receiver
of a message could indefinitely block the sender of the message
destroying the property of isolation.

4. Since nothing is shared, everything necessary to perform a dis-
tributed computation must be copied. Since nothing is shared, and
the only way to communicate between processes is by message pass-
ing, then we will never know if our messages arrive (remember we
said that message passing is inherently unreliable.) The only way to
know if a message has been correctly sent is to send a confirmation
message back.

Programming a system of processes subject to the above rules may
appear at first sight to be difficult—after all most concurrency extensions to
sequential programming languages provide facilities for almost exactly the
opposite providing things like locks, and semaphores, and provision for
shared data, and reliable message passing. Fortunately, the opposite turns
out to be true—programming such a system turns out to be surprisingly
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easy, and the programs you write can be made scalable, and fault-tolerant,
with very little effort.

Because all our processes are required to be complete isolated adding
more processes cannot affect the original system. The software must have
been written so as to handle collections of isolated processes, so adding a
few more processors is usually accomplished without any major changes
to the application software.

Since we made no assumptions about reliable message passing, and
must write our application so that it works in the presence of unreliable
message passing it should indeed work in the presence of message passing
errors. The initial effort involved will reward us when we try to scale up
our systems.

2.4.4 Names of processes

We require that the names of processes are unforgeable. This means that it
should be impossible to guess the name of a process, and thereby interact
with that process. We will assume that processes know their own names,
and that processes which create other processes know the names of the
processes which they have created. In other words, a parent process knows
the names of its children.

In order to write COPLs we will need mechanisms for finding out the
names of the processes involved. Remember, if we know the name of a
process, we can send a message to that process.

System security is intimately connected with the idea of knowing the
name of a process. If we do not know the name of a process we cannot
interact with it in any way, thus the system is secure. Once the names of
processes become widely know the system becomes less secure. We call
the process of revealing names to other processes in a controlled manner
the name distribution problem— the key to security lies in the name distribu-
tion problem. When we reveal a Pid to another process we will say that
we have published the name of the process. If a name is never published
there are no security problems.

Thus knowing the name of a process is the key element of security.
Since names are unforgeable the system is secure only if we can limit the
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knowledge of the names of the processes to trusted processes.

In many primitive religions it was believed that humans had powers
over spirits if they could command them by their real names. Knowing
the real name of a spirit gave you power over the spirit, and using this
name you could command the spirit to do various things for you. COPLs
use the same idea.

2.4.5 Message passing

Message passing obeys the following rules:

1. Message passing is assumed to be atomic which means that a mes-
sage is either delivered in its entirety or not at all.

2. Message passing between a pair of processes is assumed to be or-
dered meaning that if a sequence of messages is sent and received
between any pair of processes then the messages will be received in
the same order they were sent.

3. Messages should not contain pointers to data structures contained
within processes—they should only contain constants and/or Pids.

Note that point two is a design decision, and does not reflect any under-
lying semantics in the network used to transmit messages. The underlying
network might reorder the messages, but between any pair of processes
these messages can be buffered, and re-assembled into the correct order
before delivery. This assumption makes programming message passing
applications much easier than if we had to always allow for out of order
messages.

We say that such message passing has send and pray semantics. We
send the message and pray that it arrives. Confirmation that a message has
arrived can be achieved by returning a confirmation message (sometimes
called round-trip confirmation.) Interestingly many programmers only be-
lieve in round-trip confirmation, and use it even if the underlying transport
layers are supposed to provide reliable data transport, and even if such
checks are supposedly irrelevant.
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Message passing is also used for synchronisation. Suppose we wish to
synchronise two processes A, and B. If A sends a message to B then B
can only receive this message at some point in time after A has sent the
message. This is known as casual ordering in distributed systems theory.
In COPLs all interprocess synchronisation is based on this simple idea.

2.4.6 Protocols

Isolation of components, and message passing between components, is
architecturally sufficient for protecting a system from the consequences of
a software error, but it is not sufficient to specify the behaviour of a system,
nor, in the event of some kind of failure to determine which component
has failed.

Up to now we have assumed that failure is a property of a single
component, a single component will either do what it is supposed to do or
fail as soon as possible. It might happen, however, that no components are
observed to fail, and yet the system still does not work as expected.

To complete our programming model, we add therefore one more
thing. Not only do we need completely isolated components that com-
municate only by message passing, but also we need to specify the com-
munication protocols that are used between each pair of components that
communicate with each other.

By specifying the communication protocol that should be obeyed be-
tween two components we can easily find out if either of the components
involved has violated the protocol. Guaranteeing that the protocol is en-
forced should be done by static analysis, if possible, or failing this by

compiling run-time checks into the code.

2.4.7 COP and programmer teams

Building a large system involves the work of many programmers, some-
times many hundreds of programmers are involved. To organise their
work these programmers are organised into smaller groups or teams. Each
group is responsible for one or more logical component in the system. On
a day-to-day basis, the groups communicate by message-passing (e-mail
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or phone) but do not regularly meet. In some cases the groups work in
different countries, and never meet. It is amusing to note that not only
is the organisation of a software system into isolated components which
communicate by pure message passing desirable for a number of reasons,
but also that it is the way that large programming groups are organised.

2.5 System requirements

To support a CO style of programming, and to make a system that can
satisfy the requirements of a telecoms system we arrive at a set of require-
ments for the essential characteristics of a system. These requirements are
for the system as a whole—here I am not interested in whether these re-
quirements are satisfied in a programming language or in the libraries, and
construction methods, which accompany the language.

There are six essential requirements on the underlying operating sys-
tem, and programming languages.

R1. Concurrency — Our system must support concurrency. The
computational effort needed to create or destroy a concurrent
process should be very small, and there should be no penalty
for creating large numbers of concurrent processes.

R2. Error encapsulation — Errors occurring in one process must
not be able to damage other processes in the system.

R3. Fault detection — It must be possible to detect exceptions both
locally (in the processes where the exception occurred,) and
remotely (we should be able to detect that an exception has
occurred in a non-local process).

R4. Fault identification — We should be able to identify why an
exception occurred.

R5. Code upgrade — there should exist mechanisms to change
code as it is executing, and without stopping the system.
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R6. Stable storage — we need to store data in a manner which
survives a system crash.

It is also important that systems satisfying the above requirements are
efficiently implemented—concurrency is not much use if we cannot reliably
create many tens of thousands of processes. Fault identification is not much
use if it does not contain enough information to allow us to correct the
error at a later date.

Satisfying the above requirements can be done in a number of dif
ferent ways. Concurrency, for example, can be provided as a language
primitive (as, for example, in Erlang), or in the operating system (for ex-
ample, Unix). Languages like C or Java which are not concurrent can
make use of operating system primitives which gives the user the illusion
that they are concurrent; indeed concurrent programs can be written in
languages which are not themselves concurrent.

2.6 Language requirements

The programming language which we use to program the system must
have:

e Encapsulation primitives — there must be a number of mechanisms
for limiting the consequences of an error. It should be possible to
isolate processes so that they cannot damage each other.

e Concurrency — the language must support a lightweight mechanism
to create parallel process, and to send messages between the pro-
cesses. Context switching between process, and message passing,
should be efficient. Concurrent processes must also time-share the
CPU in some reasonable manner, so that CPU bound processes do
not monopolise the CPU, and prevent progress of other processes
which are “ready to run.”

e Tault detection primitives — which allow one process to observe an-
other process, and to detect if the observed process has terminated
for any reason.
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e Location transparency — If we know the Pid of a process then we
should be able to send a message to the process.

e Dynamic code upgrade — It should be possible to dynamically
change code in a running system. Note that since many processes
will be running the same code, we need a mechanism to allow exist-
ing processes to run “old” code, and for “new” processes to run the
modified code at the same time.

Not only should the language satisty these requirements, but it should
also satisfy them in a reasonably efficient manner. When we program we
do not want to limit our freedom of expression by “counting processes” etc,
nor do we want to worry about what will happen if a process inadvertently
tries to monopolise the CPU.

The maximum number of processes in the system should be sufficiently
large that for programming purposes we do not have to consider this max-
imum number a limiting factor. We might need, for example, to create of
the order of one hundred thousand processes in order to make a switching
system which maintains ten thousand simultaneous user sessions.’

This mix of features is needed to simplify applications programming.
Mapping the semantics of a distributed set of communicating components
onto an Erlang program is greatly simplified if we can map the concurrent
structure of the problem in a 1:1 manner onto the process structure of the
application program which solves the problem.

2.7 Library requirements

Language is not everything—a number of things are provided in the ac-
companying system libraries. The essential set of libraries routines must
provide:

e Stable storage — this is storage which survives a crash.

3 Assuming 10 processes per session.
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e Device drivers — these must provide a mechanism for communica-
tion with the outside world.

e Code upgrade — this allows us to upgrade code in a running system.

e Infrastructure — for starting, and stopping the system, logging errors
etc.

Observe that our library routines, which are mostly written in Erlang,
provide most of the services which are conventionally provided by an
operating system.

Since Erlang process are isolated from each other, and communicate
only by message passing, they behave very much like operating system
processes which communicate through pipes or sockets.

Many of the features which are conventionally provided by an operat-
ing system have moved from the operating system into the programming
language. The remaining operating system only provides a primitive set of
device drivers.

2.8 Application libraries

Stable storage etc is not provided as a language primitive in Erlang, but
is provided in the basic Erlang libraries. Having such libraries is a pre-
condition for writing any complex application software. Complex applica-
tions need much higher-level abstractions than storage etc. To build such
applications we need pre-packaged software entities to help us program
things like client-server solutions etc.

The OTP libraries provide us with a complete set of design patterns
(called behaviours) for building fault-tolerant applications. In this thesis I
will talk about a minimal set of behaviours, which can be used for building
fault-tolerant applications. These are:

e supervisor — a supervision model.

e gen_server — a behaviour for implementing client-server applica-
tions.
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e gen_event — a behaviour used for implementing event handling
software.

e gen_fsm— a behaviour used for implementing finite state machines.

Of these, the central component that is used for programming fault-
tolerant applications is the supervision model.

2.9 Construction guidelines

In addition to explaining a general philosophy of programming fault
tolerant applications, we need more specific guidelines that apply to the
programming languages that we wish to use to program our applications.
We also need example programs, and examples of how to use the library
routines.

The open source Erlang release contains such guidelines which have
been used as the basis for systems with millions of lines of Erlang code.
Appendix B reproduces the programming guidelines, which can be found
in the Erlang open source release. This thesis contains additional guide-
lines, which are organized as follows:

e The overall philosophy of our architecture is described in this chap-
ter.

e The notion of an error is discussed in several places. Sections 5.3,
and 4.3 describe what is meant by an error; section 4.4 gives advice
on the correct programing style to use when programming for errors
in Erlang.

e Examples of how to program simple components can be found in
Chapter 4, and examples of how to use the OTP behaviours in
chapter 6.
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2.10 Related work

The inability to isolate software components from each other is the main
reason why many popular programming languages cannot be used for
making robust system software.

It is essential for security to be able to isolate mistrusting pro-
grams from one another, and to protect the host platform from
such programs. Isolation is difficult in object-oriented systems
because objects can easily become aliased.*—Bryce [21]

Bryce goes on to say that object aliasing is difficult if not impossible to
detect in practice, and recommends the use of protection domains (akin to
OS processes) to solve this problem.

In a paper on Java Czajkowski, and Daynés, from Sun Microsystems,
write:

The only safe way to execute multiple applications, written
in the Java programming language, on the same computer
is to use a separate JVM for each of them, and to execute
each JVM in a separate OS process. This introduces various
inefficiencies in resource utilization, which downgrades perfor-
mance, scalability, and application startup time. The benefits
the language can offer are thus reduced mainly to portability
and improved programmer productivity. Granted these are
important, but the full potential of language-provided safety is
not realized. Instead there exists a curious distinction between

“language safety,” and “real safety”. — [28]

In this paper they introduce the MVM (an extension to the JVM) where

their goal is:

to turn the JVM into an execution environment akin to
an OS. In particular, the abstraction of a process, offered by

4 An aliased object is one where at least two other objects hold a reference to it.
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modern OSes, is the role model in terms of features; isolation
from other computations, resources accountability and control,
and ease of termination and resource reclamation.

To achieve this they conclude that:

. tasks cannot directly share objects, and that the only way
for tasks to communicate is to use standard, copying commu-
nication mechanisms, ...

These conclusions are not new. Very similar conclusions were arrived
at some two decades earlier by Jim Gray who described the architecture
of the Tandem Computer in his highly readable paper Why do computers

stop and what can be done about it. He says:

As with hardware, the key to software fault-tolerance is to hier-
archically decompose large systems into modules, each mod-
ule being a unit of service and a unit of failure. A failure of a
module does not propagate beyond the module.

The process achieves fault containment by sharing no state
with other processes; its only contact with other processes is
via messages carried by a kernel message system. — [38]

Language which support this style of programming (parallel processes,
no shared data, pure message passing) are what Andrews and Schneider
[4] refer to as a “Message oriented languages.” The language with the
delightful name PLITS® (1978) [35] is probably the first example of such a

programming language:

The fundamental design decision in the implementation of
RIG® was to allow a strict message discipline with no shared

SProgramming language in the sky.
RIG was a small system written in PLITS.
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data structures. All communication between user and server
messages is through messages which are routed by the Aleph
kernel. This message discipline has proved to be very flexible
and reliable. — [35]

Turning away from language for a while, we ask what properties should
an individual process have?

Schneider [60, 59] answered this question by giving three properties
that he thought a hardware system should have in order to be suitable for
programming a faulttolerant system. These properties Schneider called:

1. Halt on failure — in the event of an error a processor should halt
instead of performing a possibly erroneous operation.

2. Failure status property — when a processor fails, other processors
in the system must be informed. The reason for failure must be
communicated.

3. Stable Storage Property — the storage of a processor should be par-
titioned into stable storage (which survives a processor crash,) and
volatile storage which is lost if a processor crashes.

A processor having these properties Schneider called a fail-stop pro-
cessor. The idea is that if a failure’ occurs it is pointless to continue. The
process should halt instead of continuing and possibly causing more dam-
age. In a faultstop processor, state is stored in either volatile or stable
memory. When the processor crashes all data in volatile memory is lost,
but all state that was stored in stable storage should be available after the
crash.

A remarkably similar idea can be found in [38] where Gray talks about
“fail-fast” processes.

The process approach to fault isolation advocates that the pro-
cess software be failfast, it should either function correctly or
it should detect the fault, signal failure and stop operating.

’Here Schneider considers a failure as an error which cannot be corrected.
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Processes are made fail-fast by defensive programming. They
check all their inputs, intermediate results and data structures
as a matter of course. If any error is detected, they signal
a failure and stop. In the terminology of [Cristian], fail-fast
software has small fault detection latency. — [38]

Both Schneider, and Gray, have the same essential idea; one is talking
about hardware, the other about software but the underlying principles are
the same.

Renzel argued that it is important that processes fail as soon as possible
after an uncorrectable error has occurred:

A fault in a software system can cause one Or more errors.
The latency time which is the interval between the existence
of the fault and the occurrence of the error can be very high,
which complicates the backwards analysis of an error ...

For an effective error handling we must detect errors and fail-

ures as early as possible — [58]

Bearing in mind these arguments, and our original requirements I ad-
vocate a system with the following properties:

1. Processes are the units of error encapsulation — errors occurring in
a process will not affect other processes in the system. We call this
property strong isolation.

2. Processes do what they are supposed to do or fail as soon as possible.

3. Failure, and the reason for failure, can be detected by remote pro-
cesses.

4. Processes share no state, but communicate by message passing.

A language and system with such properties, has the necessary precon-
ditions for writing faulttolerant software. Later in this thesis we will see
how these properties are satisfied by Erlang, and the Erlang libraries.
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Many of the ideas in this thesis are not new—the fundamental principles
for making a fault-tolerant system are described in Gray’s [38] paper.

Many of the features of the Tandem computer bear a striking similar-
ity to the design principles in the OTP system, and to the fundamental
principles of Concurrency Oriented Programming which where discussed
earlier.

Here are two quotes from the paper, firstly the design principles on
page 15 of [38].

The keys to this software faulttolerance are:

o Software modularity through processes, and messages.
e Fault containment through fail-fast software modules.

o Process-pairs to tolerant hardware, and transient software
faults.

o Transaction mechanisms to provide data, and message
integrity.

o Transaction mechanisms combined with process-pairs to
ease exception handling, and tolerate software faults.

Software modularity through processes and messages. As with
hardware, the key to software fault-tolerance is to hierarchi-
cally decompose large systems into modules, each module be-
ing a unit of service and a unit of failure. A failure of a module
does not propagate beyond the module.

There is considerable controversy about how to modularize
software. Starting with Burroughs’ Espol and continuing through
languages like Mesa and Ada, compiler writers have assumed
perfect hardware and contended that they can provide good
isolation through static compile-time type checking. In con-
trast, operating systems designers have advocated run-time
checking combined with the process as the unit of protection
and failure.
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Although compiler checking and exception handling provided
by programming languages are real assets, history seems to
have favored the run-time checks plus the process approach to
fault-containment. It has the virtue of simplicity—if a process or
its processor misbehaves, stop it. The process provides a clean
unit of modularity, service, fault containment and failure.

Fault containment through fail-fast software modules.

The process achieves fault containment by sharing no state
with other processes; its only contact with other processes is
via messages carried by a kernel message system. — [38]

If we compare this to our current Erlang system we see many striking
similarities. There are certain difference—in Erlang “defensive program-
ming” is not recommended since the compiler adds the necessary checks
to make this style of programming unnecessary. Gray’s “transaction mech-
anism” is provides by the mnesia data base.® The containment and pro-
cessing of errors is managed by the “supervision tree” behaviours in the
OTP libraries.

The idea of “failfast” modules is mirrored in our guidelines for pro-
gramming where we say that processes should only do when they are sup-
posed to do according to the specification, otherwise they should crash.
The supervision hierarchies in our system correspond to the hierarchies of
modules that Gray refers to. This idea can also be found in the work of
Candea and Fox [22] who talked about “crash-only software”—they argue
that allowing components to crash and then restart leads to a simpler fault
model and more reliable code.

More modern work with object-oriented systems has also recognised
the importance of isolating software components from each other. In [21]
Bryce and Razafimahefa argue that is is essential to isolate programs from
one another, and from the programs which run in the host operating sys-
tem. This, they consider, is the essential characteristic that any object
system must have. As they point out in their paper, this is a difficult
problem in an object-oriented context.

8Written in Erlang.
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ERLANG

intended to be complete. For fuller treatment the reader is referred
to [5]. Developments to Erlang since [5] can be found in the OTP
documentation [34]. A more formal treatment of Erlang can be found in
the Erlang Specification [17] and in the core Erlang specification [23].
Erlang belongs to the class of Message-oriented languages [4] — mes-
sage oriented languages provide concurrency in the form of parallel pro-
cesses. There are no shared objects in a message-oriented language. In-
stead all interaction between processes is achieved by sending and receiv-
ing messages.
In this chapter, I present a subset of the language which provides
enough detail to understand the Erlang examples in this thesis.

@his chapter introduces Erlang. The treatment of the language is not

3.1 Overview

The Erlang view of the world can be summarized in the following state-
ments:

e Everything is a process.
e Processes are strongly isolated.

e Process creation and destruction is a lightweight operation.

39
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Message passing is the only way for processes to interact.

Processes have unique names.

If you know the name of a process you can send it a message.

Processes share no resources.

Error handling is non-local.

Processes do what they are supposed to do or fail.

The use of processes as the basic unit of abstraction is motivated by the
desire to make a language which is suitable for writing large faulttolerant
software systems. The fundamental problem which must be solved in
writing such software is that of limiting the consequences of an error—
the process abstraction provides an abstraction boundary which stops the
propagation of errors.

It is, for example, precisely this inability to limit the consequences of
errors that makes Java unsuitable for programming “safe” (sic) applications
(see page 32 for further discussion of this point).

If processes are truly isolated (which they must be to limit the conse-
quences of an error) then most of the other properties of a process, like, for
example, that the only way for processes to interact is by message passing,
etc, follow as a natural consequence of this isolation.

The statement about error handling is perhaps less obvious. When
we make a fault-tolerant system we need at least two physically separated
computers. Using a single computer will not work, if it crashes, all is
lost. The simplest fault-tolerant system we can imagine has exactly two
computers, if one computer crashes, then the other computer should take
over what the first computer was doing. In this simple situation even the
software for faultrecovery must be non-local; the error occurs on the first
machine, but is corrected by software running on the second machine.

The Erlang view of the world is that “everything is a process”, when
we model our physical machines as processes we retain the idea that error
handling should be non-local. Actually, this is a modified truth, remote
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error handling only occurs if a local attempt to fix the error fails. In the
event of an exception a local process may be able to detect and correct the
fault which caused the exception, in which case as far as any other process
in the system is concerned, no error has occurred.

Viewed as a concurrent language, Erlang is very simple. Since there are
no shared data structures, no monitors or synchronised methods etc there
is very little to learn. The bulk of the language, and possible the least
interesting part of the language is the sequential subset of the language.
This sequential subset can be characterised as a dynamically typed, strict
functional programming language, which is largely free from side-effects.
In the sequential subset there are a few operations with side-effects, but
they are virtually never needed.

The remainder of this chapter deals firstly with the sequential subset of
the language. This is followed with sections on concurrent and distributed
programming and error handling. Finally I describe a type notation for
specifying Erlang data and function types.

To jump start the description, I start with an example of sequential
Erlang code.

3.2 Example

Figure 3.1 has a simple Erlang program. The program has the following
structure:

1. The program starts with a module definition (line 1) followed by
export and input declarations and then by a number of functions.

2. The export declaration (line 2) says that the function areas/1 is to
be exported from this module. The notation areas/1 means the
function called areas which has one argument. The only functions
which can be called from outside the module are those which are
contained in the export list.

3. The import declaration in line 3 says that the function map/2 can be
found in the module 1ists.
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-module (math) .
—export ([areas/1]).
-import(lists, [map/2]).

slareas (L) ->

lists:sum(

map (
fun(I) -> area(I) end,
L).
area({square, X}) ->
X*xX;
area({rectangle,X,Y}) ->
XxY.

Figure 3.1: An Erlang module
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4. Lines 5 to 14 have two function definitions.
5. Line 6 is a call to the function sum in the module 1ists.

6. Lines 7 to 9 are a call to the function map/2 in the module lists.
Note the difference between this call to sum and the call to map - both
these functions are in the same module; one call uses a fully qualified
name (that is, 1ists:sum) whereas the other call uses an abbreviated
call sequence (that is map(. ..) instead of 1lists:map(...)). The
difference is accounted for by the import declaration in line 3, which
says that the function map/2 is to be found in the module 1lists.

7. Line 8 creates a fun which is the first argument to map.

8. Lines 11 to 14 contain the function area/1. This function has two
clauses. The first clause is in lines 11 to 12, the second in lines 13 to
14, the clauses are separated by a semi-colon.

9. Each clause has a fead and a body. The head and body are separated
from each other by a “~>” symbol.

10. A function head consists of a pattern in each argument position
and a possible guard (See Section 3.3.4). In line 13 the pattern is
{rectangle,X,Y}. In this pattern the curly bracket denote a tuple.
The first argument of the tuple is an afom (namely “rectangle”)
and the second and third arguments are variables. Variables start
with capital letters, atoms start with small letters.

To run this program we start an Erlang shell compile the program and
enter some requests to evaluate functions, as shown in Figure 3.2. In this
figure all user input is underlined. The Erlang shell prompt is the character
“>” meaning that the system is waiting for input.

e Line 1 in figure 3.2 starts an Erlang shell.

e Line 5 compiles the module math.
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v |8 erl
» |Erlang (BEAM) emulator version 5.1 [source]

+ |Eshell V5.1 (abort with ~G)

1> c¢(math).

s |ok,math

: |2> math : areas([{rectangle, 12,4}, {square, 6}]).

s |84

o 13> math : area({square, 10}).

v |** exited: {undef, [{math,area, [{square,10}]},
. {erl_eval,expr,3},

12 {erl_eval,exprs,4},

s {shell,eval_loop,2}]} *x*

Figure 3.2: Compiling and running a program in the shell

e Line 7 requests a function evaluation, the shell accepts the request,
evaluates the function and prints the result in line 8.

e In line 9 we try to evaluate a function which was not exported from
the module math. An exception is generated and printed (lines 10
to 13).

3.3 Sequential Erlang

3.3.1 Data structures

Erlang has eight primitive data types:1

e Integers — integers are written as sequences of decimal digits, for
example, 12, 12375 and -23427 are integers. Integer arithmetic is

T Also called constants.



3.3. SEQUENTIAL ERLANG 45

exact and of unlimited precision.

e Atoms — atoms are used within a program to denote distinguished
values. They are written as strings of consecutive alphanumeric char-
acters, the first character being a small letter. Atoms can obtain any
character if they are enclosed within single quotes and an escape
convention exists which allows any character to be used within an
atom.

e Floats — floating point numbers are represented as IEEE 754 [43]
64 bit floating point numbers. Real numbers in the range 4-103%
can be represented by an Erlang float.

e References — references are globally unique symbols whose only
property is that they can be compared for equality. They are created
by evaluating the Erlang primitive make_ref ().

e Binaries — a binary is a sequence of bytes. Binaries provide a
space-efficient way of storing binary data. Erlang primitives exist for
composing and decomposing binaries and for efficient input/output
of binaries. For a full treatment of binaries see [34].

e Pids — Pid is short for Process Identifier—a Pid is created by the Er-
lang primitive spawn(. . .) Pids are references to Erlang processes.

e Ports — ports are used to communicate with the external world.
Ports are created with the BIF® open_port. Messages can be sent to
and received from ports, but these message must obey the so-called
“port protocol.”

e Funs — Funs are function closures.* Funs are created by expressions
of the form: fun(...) -> ... end.

And two compound data types:

2The precision of integers is only limited by available memory.
3BIF is short for Built In Function.
*Called lambda expressions in other languages.
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e Tuples — tuples are containers for a fixed number of Erlang data
types. The syntax {D1,D2,...,Dn} denotes a tuple whose argu-
ments are D1, D2, ... Dn. The arguments can be primitive data types
or compound data types. The elements of a tuple can be accessed
in constant time.

e Lists — lists are containers for a variable number of Erlang data
types. The syntax [Dh|Dt] denotes a list whose first element is
Dh, and whose remaining elements are the list Dt. The syntax []
denotes an empty list.

The syntax [D1,D2,..,Dn] is short for [D1]|[D2]..|[Dn|[1]1]].
The first element of a list can be accessed in constant time. The first
element of a list is called the Aead of the list. The remainder of a list
when its head has been removed is called the tail of the list.

Two forms of syntactic sugar are provided:

e Strings — strings are written as doubly quoted lists of characters,
this is syntactic sugar for a list of the integer ASCII codes for the
characters in the string, thus for example, the string "cat" is short
hand for [97,99,116].

e Records — records provide a convenient way for associating a tag
with each of the elements in a tuple. This allows us to refer to an
element of a tuple by name and not by position. A pre-compiler
takes the record definition and replaces it with the appropriate tuple
reference.

3.3.2 Variables

Variables in Erlang are sequences of characters starting with a upper case
letter and followed by a sequence of letters or characters or the “_” char-
acter.

Variables in Erlang are either unbound, meaning they have no value, or
bound, meaning that they have a value. Once a variable has been bound
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the value can never be changed. Such variables are called single assignment
variables. Since variable values cannot ever be changed the programmer
must create a new variable every time they want to simulate the effect of
a destructive assignment.

Thus, for example, the Erlang equivalent of the C expression:

x = b;
x = x + 10;

is written:
X = 5;
X1 =X+ 10;

Where we invent a new variable X1 since we cannot change the value
of X.

3.3.3 Terms and patterns

A Ground term is defined recursively as either a primitive data type, or a
tuple of ground terms or a list of ground terms.

A Pattern is defined recursively as either a primitive data type or a
variable or a tuple of patterns or a list of patterns.

A Primitive pattern is a pattern where all the variables are different.

Pattern matching is the act of comparing a pattern with a ground term.
If the pattern is a primitive pattern and the ground terms are of the same
shape, and if the constants occurring in the pattern occur in the ground
term in the same places as in the pattern then the match will succeed,
otherwise it will fail. Any variables occurring in the pattern will be bound
to the corresponding data items at the same positions in the term. This
process is called unification.

More formally if P is a primitive pattern and T is a term, then we say
that P matches T iff:

e If P is a list with head Ph and tail Pt and T is a list with Th and tail
Tt then Ph must match Th and Pt must match Tt.
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e If P is a tuple with elements {P1,P2,...,Pn} and T is a tuple with
elements {T1,T2,...,Tn} then P1 must match T1, P2 must match
T2 and so on.

e If P is a constant then T must be the same constant.

e If P is a free variable V then V is bound to T.

Here are some examples:

The pattern {P,abcd} matches the term {123,abcd} creating the
binding P +— 123.

The pattern [H|T] matches the term "cat" creating the bindings H —
99 and T — [79,116].

The Pattern {abc, 123} does not match the term {abc,124}.

3.3.4 Guards

Guards are expressions involving only predicates. They are written imme-
diately after primitive patterns and introduced with the keyword when. For
example we call the program fragment:

{P,abc,123} when P ==

a guarded pattern.
Guards are written as comma-separated sequences of guard tests, where
each guard test is of the form:

T1 Binop T2

where T1 and T2 are ground terms.
The available binary operators are:
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Operator | Meaning

X>Y X is greater than Y

X<y X is less than Y

X =< Y |Xisequal to or less than Y

X >= Y | Xis greater than or equal to Y
X ==Y |XisequaltoY

X /=Y |XisnotequaltoY

X =:=Y XisequaltoY

X =/=Y | XisnotequaltoY

When a guard is used as an expression, it will always evaluate to one
of the atoms true or false. If the guard evaluates to true we say that
the evaluation succeeded otherwise it failed.

3.3.5 Extended pattern matching

In a primitive pattern all variables must be different. An extended pattern
has the same syntax as a primitive pattern except that all the variables are
not required to be different.

To perform pattern matching with extended patterns we first convert
the extended pattern to a primitive pattern and guard and then match the
primitive pattern.

If the variable X is repeated in the pattern N times then rename the
second and all subsequent occurrences of X with a fresh variables.” F1, F2
etc. For each fresh variable add a predicate Fi == X to the guard.

Using these rules

{X,a,X,[BIX]}
is transformed into
{X,a,F1, [B|F2]} when F1==X, F2==X

Finally, the pattern variable ’_’ is taken to mean the “anonymous vari-
able.” The anonymous variable matches any term and no variable binding
is created.

5A fresh variable is one that does not occur anywhere in the current lexical context.
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3.3.6 Functions

Functions obey the following rules:

1. A function is composed of one or more c/auses which are separated
by semi-colons.

2. A clause has a head followed by a separator —> followed by a body.

3. A function head is composed of an atom followed by a parenthesized
set of patterns followed by an optional guard. The guard, if present,
is introduced by the when keyword.

4. A function body consists of a sequence of comma-separated expres-

sions.
Or,
FunctionName(P11,...,P1N) when G11,...,GIN ->
Body1;
FunctionName (P21, ...,P2N) when G11,...,GIN ->
Body?2;
FunctionName (PK1, PK2, ..., PKN) ->
BodyK.
Where P11, ..., PKN are the extended patterns described in the

previous section.
Here are two examples:

factorial(0) -> 1;
factorial(N) -> N * factorial(N-1).

member (H, [HI|T]) -> true;
member (H, [_|T] -> member(H, T);
member (H, [1) -> false.
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Function execution is as follows:

To evaluate Fun(Argl,Arg2,...,ArgN) we first search for a defini-
tion of the function. The corresponding definition is taken to be the first
function whose patterns in the head of the clause match the arguments
Argl. .Argn in the function call. If the pattern match succeeds and if any
associated guard test succeeds then the body of the clause is evaluated.
All free variables occurring in the patterns in the head of the clause have
values that were obtained as a result of matching the pattern in the clause
head with the actual arguments provided in the call. As an example we
evaluate the expression member (dog, [cat,man,dog,ape]) showing all
steps taken. We assume the following definition of member:

member (H, [H1|_]) when H == H1 -> true;
member (H, [_|T] -> member(H, T);
member (H, []) -> false.

1. Evaluate member (dog, [cat,man,dog,apel])

2. The first clause matches with bindings {H — dog, H1 — cat}. The
guard test then fails.

3. The second clause matches with {H — dog, T +— [man,dog,ape]},
there is no guard test so the system evaluates member (H,T) with the
current bindings of H and T.

4. Evaluate member (dog, [man,dog,ape])

5. As before. This time the second clause matches with bindings
{H +— dog, T — [dog,ape]}

6. Evaluate member (dog, [dog,apel)

7. The first clause matches with bindings {H — dog, H1 — dog}. The
guard test in the first clause succeeds.

8. Evaluate true which is just true.
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Note that each time a function clause is entered a fresh set of variable
bindings is used, so that the values of the variable H and T in step 3 above
are distinct from those in step 5.

3.3.7 Function bodies

Function bodies are sequences of expressions. The value of a sequence of
expressions is obtained by sequentially evaluating each element in the se-
quence. The value of the body is the result of evaluating the last expression
in the sequence.

For example, suppose we define a function to manipulate a bank ac-
count:

deposit(Who, Money) ->
01d = lookup(Who),
New = 0ld + Money,
insert (Who, New),
New.

The body of this function consists of a sequence of four statements. If
we evaluate the expression deposit(joe, 25) then the function will be
entered with bindings {Who — joe, Money — 10}. Then lookup (Who)
will be called. Assume this returns W. The return value (W) is matched
against the free variable 01d, the match succeeds. After this match we
continue with the set of bindings {Who — joe, Money — 10, 01d — W} ...

3.3.8 Tail recursion

A function call is tail-recursive if all the last calls in the function body are
calls to other functions in the system.
For example, consider the following functions:

pO —>

qO),



3.3. SEQUENTIAL ERLANG 53

q(O) ->
rQ),
s().

At some point in the execution of p the function q is called. The final
function call in q is a call to s. When s returns it returns a value to g, but
q does nothing with the value and just returns this value unmodified to p.

The call to s at the end of the function q is called a tail-call and on a
traditional stack machine tail-calls can be compiled by merely jumping into
the code for s. No return address has to be pushed onto the stack, since
the return address on the stack at this point in the execution is correct and
the function s will not return to q but to the correct place where q was
called from in the body of p.

A function is tail-recursive if all possible execution paths in the function
finish with tail-calls.

The important thing to note about tail-recursive functions is that they
can run in loops without consuming stack space. Such function are often
called “iterative functions.”

Many functions can be written in either an iterative of non-terative
(recursive) style. To illustrate this, the factorial function can be written in
these two different styles. Firstly the non tail-recursive way:

factorial(0) -> 1;
factorial(N) -> N * factorial(N-1).

To write this in a tail-recursive manner requires the use of an additional
function:

factorial(N) -> factorial_1(N, 1).

factorial_1(0, X) -> X;
factorial 1(N, X) -> factorial_1(N-1, Nx*xX).
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Many non-tail recursive functions can be made tail-recursive, by intro-
ducing an auxiliary function, with an additional argument.’

Many functions in Erlang are designed to run in infinite loops—in partic-
ular the client-server model assumes that the server will run in an infinite
loop. Such loops must be written in a tailrecursive manner. A typical
infinite loop in a server might be written something like:

loop(Dict) ->
receive
{store, Key, Value} ->
loop(dict:store(Key, Value, Dict));
{From, {get, Key}} —->
From ! dict:fetch(Key, Dict),
loop(Dict)
end.

which is tail recursive.

3.3.9 Special forms

Two special forms are used for conditional evaluation of Erlang expression
sequences. They are the case and if statements.

3.3.10 case

case has the following syntax:
case Expression of
Patternl -> Expr_seql;
Pattern2 -> Expr_seq2;

end

6Called an accumulator.
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case is evaluated as follows: Firstly, Expression is evaluated, assume
this evaluates to Value. Thereafter Value is matched in turn against Pat-
ternl, Pattern2 ... etc. until a match is found. As soon as a match is found
to some pattern Pattern/i] then the corresponding expression sequence
Expr_seq[i] is evaluated—the result of evaluating the expression sequence
Expr_seq[i] becomes the value of the case statement.

3.3.11 if

A second conditional primitive if is also provided. The syntax:

if
Guardl ->
Expr_seql;
Guard2 ->
Expr_seq2;

end

is evaluated as follows: Firstly Guard7 is evaluated, if this evaluates to
true then the value of if is the value obtained by evaluating the expression
sequence Expr_seql. If Guard1 does not succeed Guard2... is evaluated
until a match is found. At least one of the guards in the if statement must
evaluate to true otherwise an exception will be raised. Often the final
guard in an if statement is the atom true which guarantees that the last
form in the statement will be evaluated if all other guards have failed.

3.3.12 Higher order functions

Higher order functions are functions which take functions as input argu-
ments or produce functions as return values. An example of the former is
the function map found in the 1ists module, which is defined as follows:

map (Fun, [H|T]) -> [Fun(H) |map(Fun, T)J];
map (Fun, []) -> [].
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map (F, L) produces a new list by applying the function F to every
element of the list L, so for example:

> lists:map(fun(I) -> 2 *I end, [1,2,3,4]).
[2,4,6,8]

Higher order functions can be used to create control abstractions for
syntactic constructions that do not exist in the language.

For example, the programming language C provides a looping con-
struct for, which can be used as follows:

sum = 0;
for(i = 0; i < max; i++){
sum += f (i)

¥

Erlang has no for loop but we can easily make one:

for(I, Max, F, Sum) when I < Max ->
for(I+1, Max, F, Sum + F(I));
for(I, Max, F, Sum) ->
Sum.

which could be used as follows:

Sum0 = O,
Sum = for(0, Max, F, SumO).

Functions which return new functions can also be defined. The follow-
ing example in the Erlang shell illustrates this:

1> Adder = fun(X) -> fun(Y) -> X + Y end end.
#Fun<erl_eval.5.123085357>

2> Adder10 = Adder(10).
#Fun<erl_eval.5.123085357>

3> Adder(10).

15
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Here the variable Adder contains a function of X; evaluating Adder (10)
binds X to 10 and returns the function fun(Y) -> 10 + Y end.

With devilish ingenuity recursive functions can also be defined, for
example, factorial:

6> Fact = fun(X) ->

G = fun(0,F) -> 1;

(N, F) -> N¥F(N-1,F)
end,
G(X, Q)
end.

#Fun<erl_eval.5.123085357>
7> Fact(4).
24

Functions can be referred to with the syntax fun Name/Arity. For
example, the expression:

X = fun foo/2
is shorthand for writing:
X = fun(I, J) -> foo(I, J) end

where I and J are free variables which do not occur at any other place
in the function where X is defined.

3.3.13 List comprehensions

List comprehensions are expression which generate lists of values. They
are written with the following syntax:

[X || Qualifierl, Qualifier2, ...]

X is an arbitrary expression, and each qualifier is either a generator or
a filter.
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e Generators are written as Pattern<-ListExpr where ListExpr
must be an expression which evaluates to a list of terms.

e Filters are either predicates or boolean expressions.

As an example, the well-known quicksort algorithm can be expressed
in terms of two list comprehensions:

gsort([]) -> [J;

gsort ([Pivot|T]) ->
gsort ([X| |X<-T,X =< Pivot]) ++
[Pivot] ++
gsort ([X||X<-T,X > Pivot]).

Where ++ is the infix append operator.
If you are interested in crossword puzzles and need to compute all
permutations of a string then you could use the function perms where:

perms([]) —> [[1];
perms(L) -> [[H|T] || H <- L, T <- perms(L--[H])].

Where the infix operator X--Y is a copy of the list X where any element
of X which also occurs in Y have been removed.
So for example:

> perms("123").
[||123|| , n13o" , noq3" , no3qn , n31o" , ||321||]

3.3.14 Binaries

Binaries are memory buffers designed for storing untyped data. Binaries
are used primarily to store large quantities of unstructured data and for
efficient I/O operations. Binaries store data in a much more space-efficient
manner than in lists or tuples. For example, a string stored as a list needs
eight bytes of storage per character, whereas a string stored in a binary
needs only one byte per character plus a small constant overhead.
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The BIF 1ist_to_binary converts a io-list to a binary, the inverse is
computed with binary_to_list; term_to_binary converts an arbitrary
term to a binary, the inverse is binary_to_term.

Note: An iolist is a list whose elements are either small integers (a
small integer is an integer in the range O to 255) or binaries, or io-lists.
The BIF list-to_binary(A) flattens the io-list and produces a binary
constructed from this list. binary_to_list/1 returns a flat list of small
integers. binary_to_list is only a strict inverse of 1ist_to_binary(A)
in the case where A is a flat list of small integers.

Lists of binaries can be concatenated with concatenate_binaries,
and a single binary can be split into two binary with split_binary.

We can illustrate a number of operations on binaries, in the shell:

1 > Bil=list_to_binary([1,2,3]).

<<1,2,3>>

2> B2=list_to_binary([4,5,[6,7]1,[],[8,[9]],245]).
<<4,5,6,7,8,9,245>>

3 > B3=concat_binary([B1,B2]).
<1,2,3,4,5,6,7,8,9,245>>

4> split_binary(B3,6).

{<«1,2,3,4,5,6>>, <<7,8,9,245>>}

Expression 1 converts the list [1,2,3] to a binary B1. Here the no-
tation <<I1,I2,...>> represents the binary made from the bytes I1,I2

Expression 2 converts an io-list to a binary.
Expression 3 combines two binaries B1 and B2 into a single binary B3,
and expression 4 splits B4 into two binaries.

5> B = term_to_binary({hello,"joe"}).

<<131,104,2,100,0,5,104,101,108,108,111,107,
0,3,106,111,101>>

6> binary_to_term(B).

{hello,"joe"}
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The BIF term_to_binary converts its argument into a binary. The
inverse function is binary_to_term which reconstructs the term from
the binary. The binary produced by term_to_binary is stored in the
so-called “external term format.” Terms which have been converted to
binaries by using term_to_binary can be stored in files, sent in messages
over a network etc and the original term from which they were made can
be reconstructed later. This is extremely useful for storing complex data
structures in files or sending complex data structures to remote machines.

3.3.15 The bit syntax

The bit syntax provides a notation for constructing binaries and for pattern
matching on the contents of binaries. To understand how binaries are
constructed I will give a number of examples in the shell:

1> X=1,Y1=1,Y2=255,Y3=256,7Z2=1.
1

2> <<X,Y1,Z>>.
<<1,1,1>>

3> <X,Y2,Z>>.
<<1,255,1>>

4> <<X,Y3,2Z2>>.
<<1,0,1>>

5> <<X,Y3:16,Z>>.
<<1,1,0,1>>

6> <<X,Y3:32,72>>.
<£1,0,0,1,0,1>>

In line 1 a few variables X, Y1. .Y3 and Z and defined. Line 2 constructs
a binary from X,Y1 and Z the result is just <<1,1,1>>.

In Line 3 Y2 is 255 and the value of Y2 is copied unchanged to the
second byte of the binary. When we try to create a binary from Y3 (which
is 256) the value is truncated, since 256 will not fit into a single byte. The
quantifier : 16 added in line 5 corrects this problem.

If we do not quantify the size of an integer it is assumed to take up 8
bits. Line 6 shows the effect of a 32-bit quantifier.
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Not only can we specify the size of an integer, but also the byte order,
so for example:

7> <<256:32>>.
<<0,0,1,0>>

8> <<256:32/big>>.
<<0,0,1,0>>

9> <<256:32/1ittle>>.
<<0,1,0,0>>

Line 7 says create a binary from the integer 32 and pack this integer
into 32 bits. Line 8 tells the system to create a 32-bit integer with “big
endian” byte order and line 9 says use little endian byte order.

Bit fields can also be packed:

10> <<1:1,2:7>>.
<<130>>

creates a single byte binary from a 1-bit field followed by a 7-bit field.
Unpacking binaries is the opposite to packing them, thus:

11> <<X:1,Y:7>> = <<130>>.
<<130>>

12> X.

1

13> Y.

2

is the inverse of line 10.

The pattern machine operation on binaries was originally designed for
processing packet data. Pattern matching is performed over a sequence of
zero or more “segments”. Each segment is written with the syntax:

Value:Size/TypeSpecifierList

Here TypeSpecifierList is a hyphen-separated list of items of the
form End-Sign-Type-Unit, where:
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e End — specifies the endianess of the machine and is one of big,
little or native.

e Sign —is one of signed or unsigned.
e Type —is one of integer, float, or binary.

e Unit — is of the form unit:Int where Int is a literal integer in
the range 1..256. The total size of the segment is Size x Int bits
long, this size must be a multiple of eight bits.

Any of the above items may be omitted and the items can occur in
any order.

A nice example of the use of binaries can be found in the Erlang
Open Source Distribution [34] in the section entitled “Erlang Extensions
Since 4.4.” This shows how to parse an IP version four datagram in a
single pattern-matching operation.

-define (IP_VERSION, 4).
-define (IP_MIN_HDR_LEN, 5).

DgramSize = size(Dgram),
case Dgram of
<<?IP_VERSION:4, HLen:4, SrvcType:8, TotLen:16,
ID:16, Flgs:3, Frag0ff:13,
TTL:8, Proto:8, HdrChkSum:16,
SrcIP:32,
DestIP:32, RestDgram/binary>> when HLen >= 5, 4xHLen =< DgramSize ->
OptsLen = 4x(HLen - ?IP_MIN_HDR_LEN),
<<Opts:0ptsLen/binary,Data/binary>> = RestDgram,

Lines 7-11 match the IP datagram in a single pattern-matching expres-
sion. The pattern is complex spreading over three lines and illustrating
how data which does not fall on byte boundaries can easily be extracted
(for example, the Flgs and FragOff fields which are 3 and 13 bits long
respectively).

Having pattern matched the IP datagram, the header and data part of
the datagram can be isolated (lines 12-13).
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3.3.16 Records

Records provide a method for associating a name with a particular element
in a tuple. The problem with tuples is that when the number of elements
in a tuple becomes large, it is difficult to remember which element in the
tuple means what.

In a small tuple this is rarely a problem, so we often see programs
which manipulated tuples with a small number of elements in the tuple.

As the number of elements in the tuples becomes greater it becomes
more and more difficult to keep track of the meanings of the individual
elements in the tuple. When the number of elements in the tuple is large,
or if we wish to name the elements in the tuple for other purposes7 then
we can use records instead of tuples.

Record declarations are written with the syntax:

-record(Name, {
Keyl = Defaultl,
Key2 = Default2,

1.

Here Name is the name of the record. Keyl, Key2 ... are the names
of the fields in the record. Each field in a record can have a default value
which is used if no value for this particular field is specified when the
record is created.

For example, we might define a person record as follows:

-record(person, {
firstName="",
lastName = "",
agel) .

Once a record has been defined, instance of the record can be created.
For example:

"for example, documentation.
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Person = #person{firstName="Rip",
lastname="Van Winkle",
age=793
}

creates a “Rip Van Winkel® person.

We can write functions which pattern match on the fields of a record
and which create new records, so when Mr. Van Winkel has his birthday
we can call:

birthday (X=#person{age=N}) ->
X#tperson{age=N+1}.

If the clause head matches the record then X is bound to the entire
record, and N is bound to the age field of the record. X#person{age=K}
makes a copy of X replacing the old value of the field named age in X with
the value K.

3.3.17 epp

Before an Erlang module is compiled it is processed by the Erlang pre-
processor epp. The Erlang pre-processor performs macro expansion and
inserts any necessary include files.

The output of the pre-processes can be saved in a file by giving the
command compile:file(M, [’P’]). This compiles any code in the file
M.erl and produces a listing in the file M.P where all macros have been
expanded and any necessary include files have been included.

3.3.18 Macros

Erlang macros are written:

-define(Constant, Replacement).
-define(Func(Varl, Var2,.., Var), Replacement).

8Even Mr. Google did not know how old Mr. Van Winkel was, so 793 is pure guesswork.
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Macros are expanded by the Erlang pre-processor epp when an ex-
pression of the form ?MacroName is encountered. Variables occurring in
macro definition match complete forms in the corresponding site of the
macro call.

-define(macrol (X, Y), {a, X, Y}).

foo(A) —>
?macrol (A+10, b)

expands into:

foo(A) ->
{a,A+10,b}.

The argument in a call to a macro and the return value from a macro
must be a complete, well-balanced expression. Thus it is not possible to
use macros like the following:

—-define(start, {).
-define(stop, }).

foo(A) ->
?start,a,?stop.

In addition, there are a number of predefined macros which provide
information about the current module. They are as follows:

e 7FILE expands to the current file name.
e 7MODULE expands to the current module name.

e 7LINE expands to the current line number.
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3.3.19 Include files

Files can be included with the syntax:
-include(Filename) .

Conventional include files have the extension .hrl. The FileName
should contain an absolute or relative path so that the preprocessor can
locate the appropriate file.

Library header files can be included with the syntax

-include_lib(Name) .
For example:
-include_lib("kernel/include/file.hrl").

In which case the Erlang compiler will find the appropriate include
files.

3.4 Concurrent programming

In Erlang, creation of a parallel process is achieved by evaluating the spawn
primitive. The expression:

Pid = spawn(F)

Where F is a fun of arity zero creates a parallel process which evaluates
F. Spawn returns a process identifier (Pid) which can be used to access the
newly created process.

The syntax Pid ! Msg sends the message Msg to Pid. The message
can be received using the receive primitive, with the following syntax:
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receive
Msgl [when Guardl] ->
Expr_seql;
Msg2 [when Guard2] ->
Expr_seq2;

MsgN [when GuardN] ->
Expr_seqN;

[; after TimeOutTime ->
Timeout_Expr_seq]
end

Msgl...MsgN are patterns. The patterns may be followed by optional
guards. When a message arrives at a process it is put into a mailbox
belonging to that process. The next time the process evaluates a receive
statement the system will look in the mailbox and try to match the first item
in the mailbox with the set of patterns contained in the current receive
statement. If no message matches then the received message is moved
to a temporary “save” queue and the process suspends and waits for the
next message. If the message matches and if any guard test following the
matching pattern also matches then the sequence of statements following
the match are evaluated. At the same time, any saved messages are put
back into the input mailbox of the process.

The receive statement can have an optional timeout. If no matching
message is received within the timeout period then the commands associ-
ated with the timeout are evaluated.

3.4.1 register

When we send a message to a process, we need to know the name of the
process. This is very secure, but somewhat inconvenient since all processes
which want to send a message to a given process have to somehow obtain
the name of that process.

The expression:
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register (Name, Pid)

creates a global process, and associates the atom Name with the process
identifier Pid. Thereafter, messages sent by evaluating Name ! Msg are sent
to the process Pid.

3.5 Error handling

Evaluating a function in Erlang will result in exactly one of two possible
outcomes: either the function will return a value, or, it will generate an
exception.

Generating exceptions is either implicit (that is, generated by the Er-
lang run-time system) or is explicitly generated by evaluating the primitive
exit (X). Implicit exceptions are described in the next section.

Here is an example of implicit exception generation. Suppose we write:

factorial(0) -> 1;
factorial(N) -> Nxfactorial(N-1).

Evaluating factorial (10) returns the Value 3628800, but evaluating
factorial(abc) raises the exception {’EXIT’,{badarith,...}. Ex-
ceptions cause the program to stop what it is doing and do something
else—that is why they are called exceptions. If we write:

J = factorial(I)

we expect the value of J to be the value of factorial(I) if I is an
integer. If factorial is called with a non-integer argument the statement
makes no sense. The program fragment:

I
J

"monday",
factorial(I),

is nonsense, since we cannot compute factorial ("monday"). J thus
has no value and it is pointless to proceed.

Many programming languages ignore the distinction between values
and exceptions and blithely continue even though the program is non-
sense.
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3.5.1 Exceptions

Exceptions are abnormal conditions which are detected by the Erlang run-
time system. Erlang programs are compiled to virtual machine instructions
which are executed by a virtual machine emulator which is part of the
Erlang run-time system.

If the emulator detects a condition where it cannot decide what to do,
it generates an exception. There are six types of exception:

1. Value errors — these are things like “divide by zero”. Here an argu-
ment to a function has the correct type, but an incorrect value.

2. Type errors — these are generated when an Erlang BIF is called
with an argument which has an incorrect type. For example, the BIF
atom_to_list (A) converts the atom A to a list of the ASCII integer
codes which represent the atom. If A is not an atom, the run-time
system generates an exception.

3. Pattern-matching errors — these are generated when an attempt is
made to match a data structure against a number of patterns and
no matching pattern is found. This can occur in function head
matching, or in matching the alternatives in a case, receive or
if statement.

4. Explicit exits — these are generated explicitly by evaluating the ex-
pression exit (Why), which generates the exception Why.

5. Error propagation — if a process receives an exit signal it may decide
to die and propagate the exit signal to all processes in its link set (see
section 3.5.0).

6. System exceptions — the run-time system might terminate a process
if it runs out of memory or if it detects an inconsistency in some in-
ternal table. Such exceptions are outside the programmer’s control.
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3.5.2 catch

Exceptions can be converted to values by using the catch primitive. We
can illustrate this in the Erlang shell by trying to evaluate an illegal expres-
sion whose evaluation leads to the generation of an exception. We will try
to bind the value of 1/0 to the free variable X. This is what happens:

1> X = 1/0.

=ERROR REPORT==== 23-Apr-2003::15:20:43 ===

Error in process <0.23.0> with exit value:

{badarith, [{erl_eval,eval_op,3},{erl_eval,expr,3},

{erl_eval,exprs,4},{shell,eval_loop,2}]}

xx exited: {badarith, [{erl_eval,eval_op,3},
{erl_eval,expr,3},
{erl_eval,exprs,4},
{shell,eval_loop,2}]} *x

Here entering the expression 