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Ericsson has developed nodes for the UMIS and GPRS network in Erlang

Development in three countries over the last years. Now concentrated on

Lindholmen (Gétebory).

Designed in UML, implemented in Erlang. The code has been
changed, not the design.
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Design out of date...

Can we extract the design from the code?

Useful for

®  petter understanding of the system,
® re-implementation of the system,

® documentation purposes,

® differences indicate possible problems
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ET

idle

ms_detach

On Subscription Cancelled received

[ Cancellation Type ==

subscription_withdrawn

ND PMM state

PMM_idie/Start Paging
1

verifying detach_paging

entry/ Test on input parameters

On Paging Respanse
received / Send Detach
Request 1o MS

[ Cancellation Type == Subscription
Withdrawn AND PMM state
PMM_Connected |/ Send Detach

[ Cancellation Typs

update_procedure AND PMM state

PMM_Idie OR PMM_Connected ]
1 Delete all PDP contexts

detach_deleting_contexts

detach_wait_for_detach_accept

On Detach Accept received

On PDP contexts deleted received / Stop Session Management

[ Cancellatipn Type
update_procedure Al
PMM_Detached ]/ eallocate P-TMSI,

nnectipn Release

[ Cancellatjon Type =
subscriptiop_withdrawn

5
2

PMM_Det
Deallocatp P-TMSI,
Connection Release

detach_waiting_camel

On dp_continue or dp_release

Sub state machines
represented as a set of

e possible state transitions

e guided by a use-case

allways result in a Connection Release.

) cancolJraion Ju_roasig

On v Release
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On Identity Check Response received|
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Fetched IMSI /= Stored IMS1 ]/ Transfer to

correct TC worker |
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On Detach Requdst received

veritying [ P-TMS! signature missing or
incarrect_suitch indicator indicat

detach_authenticating On Authentication Response

entry/ Test on input parameters. normal detach ]

detach_deleting_contexts

detach_waiting_

camel

Release Command

detach_iu_
releasing

failed, cause == mac_fail
Iniiate Identity Check

I

On Authentication Response.

Teceved] authentication faret

cause == illegal_ms ] / Initiate
Identity Check

[ (incorrect detach type AND old PMM
state was PMM IDLE) OR
(authentication needed |AND switch
indicator indicates fower off) ]

o

Transition to self
indicates resend of lu

detach_reject_iu_releasing ndicates resend ol v

)

On lu Release Completion received

times

detach_auth_mac_fail_identity_checking

Onfailing Identity
Check Résponse

detach_auth_ilegal_ms_identty_checking A
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Extract the design

Can we generate similar pictures, i.e., generate a state model for a certain

use-case ?

Source code analysis fas been studied before, e.g. Nystrom 2001 and
Mohagheghi et al 2003

Runtime analysis has been studied in earlier work Arts and Fredlund 2002
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Example:

Given the source code of a generic finite state machine, one can extract a picture of
the finite state machine

ns_idl e({cancel ed, ..}, Data) ->

{next _state, ms_det ached, ..};

(ms_idle) (ms_detached)

canceled | L J
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Difficult to use here, because state machine implemented by many different modules, in
a very non-standard way.

Events are implemented as function calls, eg.d€t ach_request/ 6
Cascade of function calls in several modules follow such an event

One of the function calls in the cascade can be TIYUNDC: Set St at e/ 2
which registers the state

Flow analysis almost impossible

04-10-29 Thomas Arts http://www.ituniv.se/
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The diagrams one wants to obtain reflect a flow through the state machine

when dealing with a certain use-case

With pure symbolic analysis one obtains the complete state machine instead

of one specific for a scenario
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Idea: run the software on a special test case obtained from the use-case

Register all events and state changes that occur

Test cases are already developed

Erlang has an advanced tracing possibility

04-10-29 Thomas Arts http://www.ituniv.se/
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Runtime analysis

The funtions er| ang_trace/ 2 and

erl ang trace_pattern/ 2 canbe usedtosenda
message to a collection process every time a certain
function is called.

Application

Libraries

Erlang runtime system

Operating System
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Standard trace tool used to trace calls to MMU modules while executing

test cases fOT a certain use-case

TRACE 2004-02-16 14:41:01, 915166 <3730. 1335. 0>, cal | , munoc_c: nodi fy_node_pr op

Argunent List..:[void,"Sel ectiveAuthenticationFrequency","10"]

TRACE 2004-02-16 14:41:01, 915215 <3730. 1335. 0>, cal | , mmunoc_c: check_val ues

Argunent List..:["SelectiveAuthenticationFrequency”, 10]

TRACE 2004-02-16 14:41:01, 915252 <3730. 1335. 0>, ret urn_from munoc_c: check_val ues/ 2
Return Val ue...:{valid, 10}

TRACE 2004-02-16 14:41:01, 917425 <3730. 1335. 0>, return_from mmunoc_c: nodi fy_node_prop/ 3

Return Val ue...:{ok, "void"}
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Average 15,000 entires, file size IMB

Erlang log-file format (binary)

Analyzing with emacs rather unpleasant

We are interested in the calls to MYUNDC . Set _state/ 2
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Prepared for 1GB or larger log files, filter out the functions in which state is

set.

read(Fi | eNane, Predi cate) ->
{ok, Fil eDescr} =
file:open(FileNane,[read, raw, binary]),
Terns =
unpack(Fi | eDescr, Predi cate),
file:close(FileDescr),
Ter ns.
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Filter Trace data

unpack(Fi | eDescr, Predi cate) ->
case file:read(Fil eDescr,5) of
{ok, <<B1, B2, B3, Si ze: 16>>} ->
{ok, BTernm} =
file:read(Fil eDescr, Si ze),
Term =
bi nary to _ternm(BTerm,
case Predicate(Term of

true ->
[ Ter ml unpack(Fil eDescr,Filter)];
false ->
unpack(Fi |l eDescr, Filter)
end;
eof ->
[]

end.
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Predicate example:

state_mmu() ->
fun({trace_ts, Pid,call,{munoc, set _state,[S,SS]},Caller,TS}) ->
true;
() ->
fal se
end.

Combining several predicates (or, and, not):

pred or(F1, F2) ->
fun(T) ->
F1(T) or F2(T)
end.
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D::i0 Abstract trace data

Similar to filtering, we define abstraction functions that are applied to all

entries in the trace.

For example:

{trace_ts, Pid,call, {munoc, set st at e,
[S, SS]}, Cal ler, TS}

can be abstracted to

{state,[S, ST]}
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Abstracting trace entries allows to map different entries to the same

constant.

For example:
All states but M5_CONNECt ed are abstracted toOUL SI de

This selects one state with all substates from a trace
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More than one trace

obtained trace

abstract trace
fraces
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Trace:
a(event, X) ->
{next _state, b, X}. a(event,1)
o L% b(event,1)
even -> =
, =( c(event,2) N Yy
case X rem 2 of gb(event,Z) a b C
0 -> {next_state, a, X+1}; a(event,3) NP AAP)
1 -> {next_state, c, X+1} b(event,3)
end. c(event,4)
b(event,4)
c(event, X) -> a(event,5)
{next _state, b, X}. b(event,5)
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After filtering and abstraction we can obtain a trace liKe:

[{state,outside},...,{state,outside},
{state,[ms_connected,sub idle]},
{event,get _rai},

{state,outside},...,{state,outside},
{state,[ms_connected,sub idle]},
{event,get_rai},

{state,outside},...,{state,outside},
{state,[ms_connected,sub idle]},
{state,[ms_connected,sub idle]},
{state,outside},... {state,outside},
{event,get_rai},

]
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Represented as a graph, this gives a clear picture of possible scenarios

[{state,outside},...,{state,outside}, ‘ms_connected _
{state,[ms_connected,sub_idle]}, sub_att failed no auth i releasing
{event,get_rai}, \
{state,outside},...,{state,outside},

{state,[ms_connected,sub _idle]}, outside D
{event,get_rai},

{state,outside},...,{state,outside}, ’//
{state,[ms_connected,sub_idle]}, T
{state,[ms_connected,sub _idle]}, sub_idle

{state,outside},...,{state,outside},
{event,get_rai},

o
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We found (after manual mapping of names):

States in obtained diagram that are not in original

State transitions in obtained diagram that are not in original

States and transitions in original that do not show in obtained diagram
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W
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ms_attaching
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start
outside
NN
get_rai
\}
ms_attaching )
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/
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ms_attaching
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ms_attaching
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On ldentity Check
Response regeived]

Identity Check Jucceded, |f aftach_identity_checking l

( altach_authentication
RN

>

o "old" TCWY associated
with M3 found |

. On invocation aftgrtransfer / @
Initiate Authertication

ue or dp release received %
On PDP cantexts deleted

[ attach came

Rt iebr b L et R e

| detach

On ciphering responge recelyed| successful
Gipherng AND node property
“IdentityimeiEnabled” indicates no
On Identity Check IMEISY fetching,] / Mpdate Location
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Future work

®  Analyze more blocks

®  (Connect Rational visualization tools to our analysis (show differences

in one picture)

Automatically generate test cases such that most states and events in

the original are covered in the trace

®  Generate Hierarchical State Machine model
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